HEHTPAJIbHBI BAHK POCCUMCKOM ®EJEPALIUN
(BAHK POCCUN)

MeToauyeckue peKOMeHIAIUN 10 YCHIEHUI0 KPeAUTHBIMHI
opraHm3anusaMu MHPOPMANUOHHOKH PAdOTHI C KJINEHTAMH B LEJIX

HpOTHBOI[eﬁCTBHH HCCAHKIIMOHHUPOBAHHBLIM OIl€¢PALlUAM

B cBsi3u ¢ BBICOKMM ypoBHEM 00beMa M KOJMYECTBA oOlepanui 0e3
COrjlacusi KJIMEHTOB, COBEPIIAEMBIX, B TOM YHUCJE€ C MPUMEHEHUEM METOJIOB
COIMATbHOMN MHXKeHEepUH (B 0COOCHHOCTH, TeJIepOHHOTO MOIIIEHHUYECTBA), baHk
Poccun pexkomMeHIyeT KpeIUTHBIM OpraHu3alusM YCWIUTh UH()OPMALMOHHYIO
paboTy, HaIpaBJICHHYIO Ha TOBBIIIEHWE OCMOTPUTEIIBHOCTH WX KJIMEHTOB B
OTHOLIEHUU COXPAHHOCTH MH(OpPMAIIUU, UCIIOJIB3YEeMON B IIENIIX COBEPILICHUS
OAHKOBCKHX OTIEpaIlHii, B YACTHOCTH MEPEBO/Ia JICHEKHBIX CPEJICTB.

OO0s3aHHOCTh KPEIUTHBIX OpTaHMU3aIUi, TMPEIyCMOTPEHHAS MYHKTOM 7
[Tonoxenus banka Poccun ot 17 anpenst 2019 roga Ne 683-I1 «O6 ycTaHOBIEHHH
00s13aTeNbHBIX ISl KPEAUTHBIX OpraHu3aiuii TpeOOBaHUN K 0O0ECIEeYEHUIO
3aIUTHl THOOPMALIUK TIPU OCYIIECTBICHUN 0AaHKOBCKOM JEATEILHOCTU B IENISIX
MIPOTHUBOJICHCTBUS OCYIIECTBICHUIO MIEPEBOJIOB JIEHEKHBIX CPENICTB O€3 coryiacus
KJIMEHTa» !, MOXKET ObITh peaar30BaHa MOCPEICTBOM MPEAYIPEKIACHUSI KINCHTOB
0 HEJOIMYCTUMOCTH COOOIIEHUsI TOCTOPOHHUM JIHIaM WHpopmaruu (Harpumep,
NEePCOHANBHBIX JAaHHBIX, JAaHHBIX OaHKOBCKOM Kapthl, mapoias u3z CMC,

CCKPCTHLIX CJIOB U T.I[.), HUCIIOJIB30BaHUC KOTOpOfI YKa3aHHBIMU JIMOAMH MOKCT

! B cooTBeTcTBHE C ab3alleM BTOPBIM M TPETHHM ITyHKTa 7 yKa3aHHOTO I10OXKeHHs KpeIUTHBIC OpTaHU3aIlH
00si3aHbl  00€CHEYHUTh JOBEleHHE M0 KIMEeHTOB HMH(OpPMAlMK O BO3MOXKHBIX pPHCKax IOJY4YeHHs
HECaHKIIMOHUPOBAHHOTO JOCTyNa K HMH(pOPMAIMU, UCIOJIB3YyEeMON Uil COBEPIICHUS OAaHKOBCKHMX OIEpalHi,
CBSI3aHHBIX C TIEPEBOJIOM JICHEXKHBIX CPEJICTB, C IIEIBI0 X OCYLIECTBIICHHS JIMLIAMH, HE 00JIaIal0OIIMMH TIPaBOM
PacIOpsKEHMS] 3TUMU JICHEXHBIMU CPEJICTBAMU, U PEKOMEHIYEMBIX MEP I10 CHUKCHUIO YKA3aHHBIX PUCKOB.



IPUBECTH K COBEPIICHHUIO IEPEBOAA JIEHEKHBIX CPEACTB 0O€3 coriacus HX
BJIAJEIIbLIA.

PekomMenayeM HCMonb30BaTh CHOCOOBI, 0OECHEUYMBAIOIINE JIOCTHXKEHUE
MaKCHUMaJIbHOrO0 oxBaTa HH(opMmupoBaHus (HO He MeHee 80% KIMEHTOB —
(GU3HYECKUX JIMI[), JTOCTYNHOCTh BOCHPHUATHS JOBOJMMOM HH(OpMaUUU H
NpeayNnpexaeHU U KOHTPOJIb 3()PEKTUBHOCTU UX MCHOJIB30BAHUS KIMEHTaAMHU.
Ocoboe BHUMaHHE PEKOMEHAYEM YAENATh JOCTYHMHOCTH HWH(OPMAaLMOHHBIX
MaTepUAJIOB I KJIMEHTOB C OTPAaHUYEHHBIMH BO3MOXKHOCTSIMH (HaIrpuMmep,
o0OecrieunBaTh pa3MenieHue HHQOpPMAIMK TaKKe Ha BEpPCHSIX CaWTOB s
CIa00BUISIITUX JTFOJICH ).

PekomeHnnyeM KpemUTHBIM OpPraHHU3alUsiM PETYJpHO (HE peke OJIHOTO
paza B 6 MecsleB) NPOBOAUTH OLEHKY peaJu3yeMbIX MEPOINPHUSATHNA U MpHU
HEOOXOJUMOCTH O00€cleunBaTh HX aKTyalH3allMi0 C YYETOM pe3yJIbTaToB
aHalu3a JaHHBIX 00 oOecrneYeHHH PEeKOMEHAYEeMOro OXBaTa ayAUTOpPUHA U
JUHAMHKA W3MEHEHHS KOJMYECTBA COOBITUH, CBA3AHHBIX C MOJYyYEHUEM
YBEJOMIIEHUI KJIMEHTOB O COBEPIICHUH NEPEBOJIOB JEHEKHBIX CPEACTB 0€3 UX
coriacusi.

Hnst  uHbOpMHpOBaHHUS  KJIMEHTOB O  pUCKaX  COBEpIICHUS
HECAaHKIIMOHUPOBAHHBIX ONEpPallMi PEKOMEHIYEM KpPEIWTHBIM OpraHU3alusIM
OCYLIECTBJIATh HA IOCTOSIHHOM OCHOBE:

pa3MenieHne  MHGOPMALMOHHBIX  MaTepHalioB B  MPHIOKEHUIX
JUCTAaHIMOHHOTO OAHKOBCKOr0 00CITyKMBaHUs (Ha aBTOPU3ALIMOHHBIX 3aCTaBKax
Y TIPU TIOATBEPKICHUH ONepaliii 1o 0AHKOBCKOMY CYETY);

pa3MellieHre HHPOPMallMOHHBIX MAaTepUaJIOB Ha IKpaHax 0aHKOMAaToB (Ha
3acTaBKax W IpHU MOATBEPKICHUU OIepaluil 1o 6aHKOBCKOMY CUETY, HallpUMep,
pa3MenieHre HHOOPMALMOHHBIX MAaTepUAIOB Ha 3KpaHax OaHKOMAaTOB B BHJE
OTZIEJIbHOM 3aCTaBKH C MAaKCHUMaJbHbIM IPHOPUTETOM B pPOTALMU 3aCTaBOK M
MOBTOPEHUEM I0OCJIE KaXKI0M MHOM 3aCTaBKH);

pasmenieHne HWHGOPMAIMOHHBIX MAaTE€pUaiOB Ha CalWTe KpeauTHOU



OopraHu3aluy B HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTu «IHTepHET», B
TOM UYHCJIE B CHIEIMATILHOM pa3zelie O MPOTUBOAEHCTBUN HECAHKIIMOHUPOBAHHBIM
omnepanusM (MOUIEHHUYECTBY) C IIOCTOSIHHBIM aHOHCHUPOBAHUEM JIAaHHOTO
paszaena Ha TJIAaBHOW CTPAHUIIE caliTa B MEPBOM SKpPaHE B BHUJIE OTICIBHOTO
ciaiiiepa, 0aHHepa U (UJK) CChUIKU;

SMS-undpopMupoBanne  KJIMEHTOB MO  TeME€  IMPOTUBOJCUCTBUS
HECAHKIIMOHUPOBAHHBIM OMeparusM (MOIIEHHUYECTBY), HApUMep, He pexe |
pasa B kBapTai, He MeHee 80% BceX KIIMEHTOB;

BKJIFOUEHHUE TEMBI IPOTUBOJAEHCTBUS HECAHKIIMOHUPOBAHHBIM ONEpaIUsIM
(MOIIIEHHUYECTBY) B pEKJIaMHbIE MaTepualibl KPEIUTHOW OpraHu3allud, B TOM
YyuCcJe pa3MeIlaeMble IMOCPEJICTBOM HCMOJIb30BAHUS HAPYKHOM pPEKJIaMBbl,
peKJIaMbl Ha pajJivo, TEICBUICHUH, B CPEJICTBAX MAaCCOBOM MH(OpMaIIUH.

pa3MenieHne MHGOPMAIIMOHHBIX MaTEPHAJIOB MO TeME MPOTUBOIECHCTBUS
MOIIEHHUYECTBY B UH(OPMAITMOHHO-TEJIEKOMMYHHKAITMOHHOM ceTu
«HTEpHET» U COLIMAIBHBIX CETSIX;

pa3MelieHre MaTepuaioB B TMOMEIICHUSX M B BUTPUHAX O(UCOB
KPEJIUTHOW OpraHu3alid Ha TOCTOSHHOM OCHOBE, B TOM 4YHCJIE€ B 30HE
O0aHKOMAaTOB, BXOJHOW TpYyINEe, KAacCOBOM Yy3Jie, MeCTax OOCIYy>KMBaHUS
KJINEHTOB;

pa3MelIeHue M paclpoCTPaHEHHUE IEYATHBIX MAaTepHUalioB (HaAIpuMmep,
Opomrop) B TOMEHICHUSX O(GHUCOB KPEAUTHOM OpraHW3allid HM MeECTax
00CITyKUBaHUS KIINEHTOB,;

uHQOpMUpPOBaHUE TMPU 3BOHKE KIMEHTA B KOJUI-LIEHTP KpPEAUTHOU
OpraHu3allnH.

PexoMeHlyeM KpeAUTHBIM OPraHU3alMsIM aKTyalIHn3upOBaTh JOKYMEHTHI,
pEerilaMeHTUPYIONTUE TPOIEAYPhl HHMOOPMUPOBAHHS KJIMEHTOB O PHUCKAX
COBEpIICHUS HECAHKIMOHUPOBAHHBIX OINEpaluid, B YaCTHOCTU JIOKYMEHTHI,
MPEyCMOTPEHHBIE YacThIO 5.1 cTtaTthu 8§ denepanpbHOro 3akoHa ot 27 urons 2011

roga Ne 161-®3 «O HanmoOHAILHOM IVIATESKHOU CUCTEME).



Hacrosmue metomudeckne peKOMEHIAIMU TIOJUIeKAT pPa3sMEIICHUI0 Ha
oduImaIbLHOM caite banka Poccun B uH(OPMAITMOHHO-

TEJICKOMMYHUKAIMOHHOU ceTu « THTEpHET).
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