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Google: facts and numbers

GO 816 how many searches google per day

Web News Videos Images Shopping More ~ Search tools

About 14,600,000 results (0.49 seconds)

Google now processes over 40,000 search queries every second on
average (visualize them here), which translates to over 3.5 billion
searches per day and 1.2 trillion searches per year worldwide. The
chart below shows the number of searches per year throughout
Google's history:

Google searches - Internet Live Stats
www.internetlivestats.com/google-search-statistics/

Feedback

searches a day

searches a year



Real Cisco Big Data for Security Training Set

1 9 -7 Bi lli 0 n 82 Thousand Virus Blocks

TOTAL THREAT BLOCKS /

181 Million Spyware Blocks

DAILY

818 Million Web Blocks

7-2 Trill-ion DAILY WEB BREAKDOWN

YEARLY



Why is Machine Learning so useful in Security?

Static

With limited variability or is
well-understood
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Evolving Security
The security domain is always evolving,
has a large amount of variability,

and is not well-understood



Finding Malicious Activity in Encrypted Traffic

NetFlow Cognitive
=) [ > Analytics
— Malware
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Loy encrypted malware detection . compliance
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cryptographic compliance Enhanced >
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Leveraged network Fasterinvestigation Higher precision Stronger protection
Enhanced NetFlow from i : :
Cisco’s newest switches and A Global-to-local Continuous enterprise-
and machine learning knowledge correlation wide compliance

routers

* Future support comingsoon for ISR and ASR systems



Malicious Use of Legitimate Resources

Cybercriminals are adopting command-and-control channels that rely on legitimate Internet
services, making malware traffic almost impossible to shut down

Easy Setup

IP Address

Leverage
Encryption for C2

Reduce Burning Infrastructure

Subverts Domain and

Whitelisted Certificate Intelligence Adapta b|||ty




Internet anomalies typically detected

1 &
Exfiltration

2 &
Banking trojan

Company size:

25 000 &~

e. g. Manufacturing

C Change )

9
4 -
Ransomware
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Sample report demonstrating an advanced threat visibility gap http:/cognitive.cisco.com/preview



http://cognitive.cisco.com/preview

Insider Threat

Machine learning algorithms can greatly help detect internal malicious actors

5200 “Data” PDFs 62% High*

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

hetetatetolyt bl tol ol tol ot t,
Ftebetetelytobultolytolol Sol ot 1,
pipltulyteddeted dedyl doddodoly
‘.;.;.;.’.’.;.’.;.’.;.;.;@;.’.’.;.;.1




Compromised Cloud Account Detection

¢ Compromised Account Risk

Showing top 14 users out of total 14 users that have generated activity from 3 or more locations in the past 7 days.
Activity in one account across multiple locations may indicate use of a VPN, possibly unauthorized.
Activity from multiple and/or risky locations may indicate compromised accounts,

User Logins Location +

There were 14 instances of users who logged in from 3+ locations.

4,711 Pleasant Grove, UT, United ...
7 Lehi, UT, United States
Buenos Aires, C, Argentina
Federal, E, Argentina
San Francisco, CA, United S...
Dallas, TX, United States

Los Angeles, CA, United Sta...
Parker, CO, United States
Columbus, OH, United States
Manhattan Beach, CA, Unite...
Denver, CO, United States

Hyderabad, TG, India




How Malicious Actors Leverage Domains

Type of Attack

RLD Registered New or Reused
Times Domains

20%

Other

60%

Spam

12
‘b

20%

Malvertising

20% 80% 42% 58%

Less than More than New Reused
1 week 1 week

Organizations need to minimize access to malicious domains

o]
CISsCO



DNS predictive
models

=  Co-occurrence model
= Sender rankmodel

= Secure rank model

= Predictive IP Space Modeling
=  Passive DNS and WHOIS Correlation

2M+ live events per second

11B+ historical events

= Spike rank model

= Natural Language Processing
rank model

= Live DGA prediction



Suspicious events in internal network

Source or target of o . Command DDoS
malicious behavior econnaissance and Control Activity
Scanning, excessive Port scanning for Communication back Sending or receiving Data hoardingand
network activity such vulnerabilities or to an external remote SYN flood and other data exfiltration
as file copying or running services controlling server types of data floods
transfer, policy through malware

violation, etc.

Concern Index Exploitation DDoS Target Data Hoarding Exfiltration Policy Violation
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Market Expectations: Modern Workplace

The modern workplace will continue to create
conditions that favor the attackers

« The footprint security executives must secure continues
to expand

« Employeesincreasingly carry their work (and the
company’s data) with them wherever they go—a well-
documented source of exposure

« Clients, partners and suppliers all need secure access to
corporate resources

« With the increasing deployment of loT sensors, etc.,
companies’ interfaces to the internet will multiply

alialn dramatically
cisco



Market Expectations: Al and Machine Learning

More spending on Al/ML capabilities

« Al, ML and automation increasingly desired and expected

e 83%: Reliant on automation to reduce level of effort to secure
the organization

« 74%: Reliant on Al to reduce level of effort to secure the
organization

« CISOs expect to take increasing advantage of Al and robotics

« 92% of security professionals say behavior analytics tools work
well in identifying bad actors

et e
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| understand ML in
cybersecurity and have
active pilots for this
technology

| think it’s marketing
bull sheet

| used integrated ML in
my products but | don’t
understand how it
works

I’m only thinking about
it

10

What about Russia?

How are you using Al/ML in your cybersecurity? (%)

20

30

40

50

60

Source:


https://www.gartner.com/smarterwithgartner/cultivate-enterprise-intelligence-with-ai/

Al in cyber security isn’t panacea but future

Signatures and loC Rules Statistical models Al algorithms
IDS, AV, NGIPS, EDR, TIP NGFW, WSA, SIEM, ESA Netflow

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



References for Cisco Cyber Security & Machine Learning

https://www.cisco.com/go/security

https://www.talosintelligence.com
https://blogs.cisco.com/tag/machine-learning

http://www.cisco-ai.com

You can test all of our Cisco Security Solutions

CLCSC S
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‘N NERD ALERT

Thank you!




